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Executive Summary

The United States — the world’s oldest democracy — has one of the lowest voter
participation rates among developed nations. In the 2024 presidential election,
approximately 65% of eligible voters cast a ballot. In the 2022 midterms, that dropped to
46%. In local elections — the contests that most directly affect daily life — turnout
routinely falls below 25%.

The reason is not apathy. It’s friction.



Americans vote on a Tuesday, during work hours, at a single physical location. Registration
requirements vary by state. Voter ID laws vary by state. Early voting and mail-in options
vary by state. The system was designed for the 18th century and has never been
comprehensively modernized.

Meanwhile, Americans bank online, file their taxes online, manage their health records
online, sign legal contracts online, and conduct nearly every other important transaction in
their lives digitally. Voting is the last major civic function trapped in the analog age.

The Mesocratic Party proposes a secure, federally administered digital civic platform that
allows every American to register to vote, research candidates, compare policy positions,
track lobbying activity, follow campaign finance, and cast their ballot — from any device, at
any time during an open voting window.

This is not a theoretical proposal. Estonia — a NATO ally and EU member — has conducted
secure internet voting in every national election since 2005. In 2023, more than 51% of
Estonian votes were cast online. In 20 years of operation, no confirmed breach of the voting
system has occurred.

Key points of this paper:

e U.S.voter turnout in presidential elections averaged 64% from 2000-2024. In
midterms, it averaged 46%. In local elections, it routinely falls below 25%.
Approximately 80 million eligible Americans did not vote in 2024.

e Estonia’s i-Voting system has operated since 2005, with adoption growing from 2%
to over 51% of votes cast. Research indicates it has prevented a decline in
participation and dramatically increased overseas voter turnout.

e  The security architecture of modern digital voting — multi-factor authentication,
end-to-end encryption, blockchain audit trails, open-source code, and voter-
verifiable receipts — exceeds the security of paper-and-machine systems in
measurable ways.

e The Civic Platform goes beyond voting to create a single hub for democratic
participation: candidate comparison, lobbying transparency, and campaign finance
tracking — information that currently requires navigating dozens of disconnected
government websites.

e A phased implementation over 8-10 years, beginning with the information platform
and piloting digital voting in local elections, minimizes risk while building public
trust incrementally.

The question is not whether digital voting is secure enough. The question is whether the
current system — where 80 million Americans don’t vote, where local elections are
decided by a quarter of the electorate, and where the mechanics of democracy haven’t been
updated in 200 years — is good enough.

[tisn't.



1. The Problem: A Democracy Designed for the 18th Century

1.1 The Turnout Crisis

The United States ranks near the bottom of developed democracies in voter participation.
Among OECD countries, the U.S. consistently ranks in the bottom third for voter turnout.

The 2024 presidential election saw approximately 65% of eligible voters participate —
historically high by American standards, but unremarkable by international ones. Belgium,
Sweden, Denmark, South Korea, and Australia all routinely exceed 80% turnout. Several
exceed 90%.

The crisis is not in presidential elections. It's everywhere else.

Midterm elections, which determine control of Congress and state legislatures, drew just
46% of eligible voters in 2022. Primary elections — where candidates are actually selected
— average between 18% and 29% turnout nationally. And local elections, which determine
school boards, city councils, mayors, judges, and ballot measures that directly shape daily
life, routinely see turnout below 25%.

In off-cycle local elections — held separately from federal contests, as they are in roughly
two-thirds of U.S. municipalities — average mayoral election turnout is just 26% of
registered voters. In many cities, fewer than one in five eligible voters participate.

This means that in the elections that most directly affect your children’s schools, your
property taxes, your local police, and your zoning laws, three out of four eligible voters are
absent. The people making these decisions are a fraction of the community.

1.2 The Cost of Analog
The current election infrastructure is expensive, fragmented, and inefficient.

The United States spends an estimated $2-4 billion per federal election cycle on election
administration — polling places, voting machines, poll workers, ballot printing, mail
processing, and post-election audits. This infrastructure is maintained by roughly 10,000
separate election jurisdictions across the country, each with its own rules, systems,
equipment, and standards.

Voting machines are a particular problem. Many jurisdictions still use equipment that is
over a decade old, running software that no longer receives security updates. A 2019
Brennan Center for Justice study found that in 2018, 45 states used voting machines that
were at least 10 years old. Replacing aging machines costs hundreds of millions of dollars,
borne primarily by state and local governments with limited budgets.

The irony is striking: the argument against digital voting is that it’s not secure enough —
but the current system relies on aging machines, paper ballots vulnerable to loss and
miscounting, and a patchwork of disconnected jurisdictions with wildly varying security
standards.



1.3 The Friction Problem
The primary barrier to voting in America is not ideology. It’s logistics.

Voting happens on a Tuesday. Most Americans work on Tuesdays. While federal law
requires some employers to provide time off to vote, enforcement is inconsistent and many
hourly workers cannot afford the lost wages.

Registration requirements vary by state. Some states allow same-day registration. Others
require registration weeks before the election. Some require a specific form of photo ID.
Others do not. The rules change depending on where you live, and many Americans —
particularly those who move frequently, which skews toward younger and lower-income
citizens — are disenfranchised by these inconsistencies.

Polling locations close, change, or are understaffed, particularly in urban areas and
communities of color. Long lines — sometimes stretching for hours — are a recurring
feature of American elections. A 2020 study found that Black voters waited in line an
average of 29% longer than white voters.

Early voting and mail-in voting have expanded access in many states, but availability and
rules vary. Some states allow weeks of early voting; others allow none. Some states mail
ballots to every registered voter; others require an excuse to request an absentee ballot.

The system is not designed for participation. It is designed to function — barely — within a
framework established before electricity, automobiles, telephones, or the internet existed.

Every other critical civic and financial function has been modernized. You can file a tax
return from your phone. You can transfer $100,000 between banks on a Saturday morning.
You can sign a legally binding contract from a different country. You can manage your
health records, renew your driver’s license, and apply for government benefits — all online.

Voting is the last holdout. And the people most affected by the friction — working-class
Americans, young people, minorities, and rural residents — are the ones whose voices are
most likely to be excluded.

2. The Data: How Americans Actually Vote

2.1 Turnout by Election Type

The following table shows voter turnout as a percentage of the voting-eligible population
(VEP) for recent U.S. elections:

Election Type Year Turnout (VEP)
Presidential 2024 ~65%
Presidential 2020 66%
Presidential 2016 60%

Midterm 2022 46%



Election Type Year Turnout (VEP)

Midterm 2018 49%
Midterm 2014 37%
Primary (Pres. year) 2024 ~29%
Primary (Midterm year) 2022 ~20%
Local (off-cycle) Various 15-27%

Sources: U.S. Elections Project (VEP estimates); Pew Research Center; USAFacts;
Yankelovich Center.

The pattern is clear: turnout declines as elections move further from the presidential cycle.
The contests with the most direct impact on daily life — local elections — have the lowest
participation.

2.2 Turnout by Demographics

Voter turnout varies dramatically by age, race, and income:

Demographic 2024 Presidential Turnout
Age 65+ 74.7%
Age 45-64 70.0%
Age 25-44 60.2%
Age 18-24 47.7%
White non-Hispanic 70.5%
Black 59.6%
Asian 57.1%
Hispanic 50.6%

Source: USAFacts (Census Current Population Survey, 2024).

The youngest voters — those who will live longest with the consequences of elections —
participate at the lowest rates. Minority voters participate at lower rates than white voters
across every election type. These gaps widen further in midterm and local elections.

These disparities are not primarily caused by indifference. They are caused by friction:
work schedules, registration barriers, polling place access, and a system that imposes
greater costs on people with fewer resources.

2.3 The Off-Cycle Problem

Roughly two-thirds of U.S. municipalities hold their local elections off-cycle — in odd-
numbered years or at times that don’t coincide with federal elections. This structural
decision dramatically depresses turnout.



Research from the Yankelovich Center found that average mayoral election turnout in off-
cycle cities was just 26.2% of registered voters. In on-cycle cities, where mayoral elections
coincide with presidential or midterm contests, turnout averaged over 50%.

The people who determine your local property tax rate, your school board policies, and
your police department budget are chosen by roughly one in four eligible voters — not
because three in four don’t care, but because the system makes it inconvenient to
participate.

2.4 International Comparison

Among OECD countries with freely held elections, the United States consistently ranks near
the bottom in voter turnout.

Country Recent National Election Turnout
Belgium ~88%

Sweden ~84%

Denmark ~84%

South Korea ~81%

Australia ~89% (compulsory)

Germany ~77%

France ~72% (first round, 2022)
Canada ~68%

United Kingdom ~60%
United States ~65% (2024)

Sources: IDEA International Voter Turnout Database; individual national election
commissions.

Note: Belgium and Australia have compulsory voting laws, which inflate turnout. But even
compared to countries without compulsory voting — Sweden, Denmark, South Korea,
Germany — the U.S. significantly underperforms.

3. Estonia: 20 Years of Proof

3.1 How It Started

In 2005, Estonia became the first country in the world to offer legally binding internet
voting in a nationwide election. In that first local election, just 1.9% of voters used the
system. It was a modest experiment in a small Baltic nation of 1.3 million people.

Twenty years later, Estonia has conducted internet voting in every election — local,
parliamentary, and European Parliament — without a single confirmed breach.



3.2 How It Works

Every Estonian citizen holds a digital identity card (e-ID) — a government-issued smart
card used for banking, signing contracts, accessing medical records, paying taxes, and
voting. The e-ID system is the backbone of Estonia’s digital governance ecosystem.

To vote online (i-vote):

1. The voter inserts their e-ID card into a card reader or uses a mobile ID/Smart-1D
app.

2. The system authenticates the voter’s identity using multi-factor verification.

The voter selects their candidate.

4. The vote is encrypted using a double-envelope system: the voter’s identity is
attached to the outer envelope, and the anonymous ballot is sealed inside.

5. Before counting, the outer envelope (identity) is stripped away, leaving only
anonymous ballots.

6. The voter can verify that their vote was received correctly using a separate
verification app on their smartphone — within 30 minutes of casting.

7. The voter can change their i-vote unlimited times during the voting period. Only the
last submission counts.

8. On election day, any voter can override their i-vote by casting a paper ballot in
person. The digital vote is deleted.

w

This system provides multiple safeguards that paper voting cannot: vote verification, the
ability to change one’s vote (protecting against coercion), and a cryptographic audit trail.

3.3 Adoption Over Time
i-Voting adoption in Estonian elections:

Election Year i-Voters (% of total)

Local Elections 2005 1.9%

Parliamentary 2007 5.5%

Local Elections 2009 15.8%
Local Elections 2013 21.2%
Local Elections 2017 31.7%
Parliamentary 2019 43.8%
Local Elections 2021 46.9%
Parliamentary 2023 51.1%

Source: Estonian National Electoral Committee; We Are Innovation.

Adoption grew steadily from under 2% to over 51% in 18 years. The 2023 parliamentary
election was the first in which digital votes exceeded paper votes — a world first.



The greatest impact has been on overseas voters. In the 2023 parliamentary elections,
79.9% of Estonians voting from abroad used i-voting. For citizens living overseas —
including military personnel, diplomats, students, and expatriates — digital voting
transformed participation from a logistical challenge into a routine act.

3.4 Security Record
In 20 years of operation:

e No confirmed breach of the Estonian i-voting system has occurred.

e  ODIHR (the OSCE’s election observation arm) has monitored multiple Estonian
elections and concluded that the legal framework “constitutes a sound basis for the
conduct of democratic elections.”

e A 2024 government commission assessed the system and found no “high” or “very
high” risks, while recommending ongoing improvements including updated
cryptographic standards.

e The system’s source code has been publicly available since 2013, enabling
independent security review by researchers worldwide.

e Regular independent audits and penetration tests are conducted between elections.

3.5 What Critics Say — and What the Evidence Shows

Estonia’s system is not without controversy. After the 2023 elections, some political parties
raised concerns about the integrity of i-voting. The Conservative People’s Party (EKRE)
filed an appeal with the Supreme Court requesting that results be annulled, claiming
anomalies in the e-voting process. The appeal was dismissed.

A 2024 thesis by a TalTech student experimentally demonstrated that, in theory, the
Electoral Committee could have manipulated results without detection under certain
conditions. This finding was disputed by the system’s designers and supervisors, who
pointed to manual checks that would detect such manipulation.

These controversies deserve acknowledgment. No system is perfect. But the relevant
comparison is not between digital voting and a hypothetical perfect system. It's between
digital voting and the system it replaces — which has its own long history of hanging chads,
lost ballots, broken machines, long lines, voter suppression, and human error.

Research from ODIHR concluded that i-voting in Estonia was “organized professionally and
transparently, with due attention to accuracy and security of the underlying systems.”
Distrust reached approximately 40% of the population following the 2023 controversies —
a reminder that public trust must be actively maintained through transparency, not
assumed.

3.6 What’s Transferable and What Isn’t
Estonia has advantages that the U.S. does not:

e  Auniversal national digital identity system (the e-ID).
e Asmall population (1.3 million) that simplifies administration.



e A culture of digital governance built over 30 years.
The U.S. has advantages that Estonia does not:

e  The world’s most advanced technology sector.
e  Massive existing digital infrastructure (banking, healthcare, tax filing).
e The financial resources to build at scale.

The Estonian system cannot be copy-pasted onto the United States. But it proves the core
thesis: secure internet voting at national scale is not theoretical. It has been done, in a
democratic country, for 20 years, with rising adoption and no confirmed breaches. The
engineering is real. The question is whether the United States has the will to adapt it.

4. The Civic Platform: More Than Voting

The Mesocratic Party’s proposal is not simply digital voting. It is a comprehensive civic
platform that puts democratic participation — voting, information, transparency — into a
single accessible system.

4.1 Voter Registration

The platform includes integrated voter registration that allows any eligible American to
register or update their registration in under two minutes, from any device. Address
changes, name changes, and party affiliation updates are handled within the same system.
The current patchwork of state registration websites, paper forms, and varying deadlines is
replaced by a single federal interface that communicates with state voter rolls.

4.2 Candidate Comparison Tools

Before casting a vote, every voter can access side-by-side comparisons of candidates on any
ballot:

e Published policy positions on key issues.

e Voting records for incumbents, pulled from official congressional and state
legislative databases.

e Donor lists and top contributors, linked to FEC and state campaign finance data.
 Endorsements, with links to the endorsing organizations’ platforms.
e  Background: education, professional history, prior public service.

The information is presented in a neutral, standardized format. No editorializing. No
algorithmic recommendations. Just the facts, organized for easy comparison.

4.3 Lobbying Transparency Dashboard

Every lobbying contact with a federal official — meetings, calls, correspondence, and
expenditures — is displayed in a searchable public database within 48 hours of occurrence.

Users can:



e Search by legislator to see who'’s lobbying them.

e  Search by industry or organization to see who they’re lobbying.

e Trace lobbying expenditures to legislative votes.

o Setalerts for lobbying activity related to specific issues or representatives.

This data already exists in various forms across multiple government databases. The Civic
Platform aggregates it into a single, accessible interface.

4.4 Campaign Finance Tracker

Real-time campaign finance data, already reported to the FEC and state election
commissions, is aggregated and displayed in an accessible format:

. Total raised by candidate, with source breakdown (individual, PAC, party, self-
funded).

e  Top donors and bundlers.
e Spending categories (advertising, staff, travel, consultants).
e  Comparison tools: see how candidates in the same race are funded differently.

4.5 Secure Digital Voting

During the open voting window, registered voters can cast their ballot through the
platform. The voting process:

1. Authentication via multi-factor identity verification (government-issued ID +
biometric + device verification).

2. Ballot presentation: the voter sees their specific ballot based on registered address,
including all federal, state, and local races.

3. Selection and review: the voter makes their choices and reviews before submission.

4. Encryption and submission: the vote is encrypted end-to-end and transmitted to
secure servers.

5. Verification: the voter receives a confirmation code and can verify their vote was
recorded correctly using a separate verification channel.

4.6 The Open Voting Window

Instead of a single Tuesday, voters can cast their ballot at any time during a defined open
voting window — proposed at 30 days before through Election Day. Voters can change
their vote at any time during the window. Only the final submission counts.

This feature serves multiple purposes:

e Eliminates the Tuesday problem for working Americans.
e  Allows voters to respond to late-breaking information.

e  Protects against coercion: if someone is pressured to vote a certain way, they can
change their vote later in private.

e  Spreads the technical load over 30 days rather than concentrating it on a single day.



On Election Day, in-person voting locations remain open. Any voter can cast a paper ballot,
which overrides any digital vote previously submitted.

5. Security Architecture

5.1 Identity Verification
Multi-factor authentication combining:

e  Something you have: government-issued identification (driver’s license, passport,
state ID, military ID) verified against federal and state databases.

e  Something you are: biometric verification (fingerprint, facial recognition, or voice
recognition) matched against existing government biometric databases (passport,
Global Entry, driver’s license photo).

e  Something you know: a PIN or password set during registration.

e  Device verification: the device used to vote is registered and authenticated.

No single factor alone is sufficient. An attacker would need to compromise all factors
simultaneously to cast a fraudulent vote — a significantly higher barrier than showing a
photo ID at a polling place or forging a signature on a mail-in ballot.

5.2 End-to-End Encryption

Every vote is encrypted from the moment it leaves the voter’s device until it is counted. The
encryption uses the same standards (or higher) as those used by the U.S. military for
classified communications and by the financial system for high-value transactions.

The system uses a layered encryption model:

e The voter’s identity is encrypted in an outer layer.

e The ballotitself is encrypted in an inner layer.

e Before counting, the outer layer is stripped by a separate authority, leaving only
anonymous ballots.

e Atno point can a single person or system see both the voter’s identity and their
ballot.

5.3 Audit Trail

Every transaction in the system generates a cryptographic record on a distributed ledger
(blockchain). This record is:

e  Tamper-evident: any alteration to a record is immediately detectable.
e  Append-only: records cannot be deleted or modified, only added.

e Distributed: copies exist across multiple independent servers in multiple
jurisdictions, so no single point of failure can compromise the record.



e  Publicly verifiable: anyone can verify that the total number of recorded votes
matches the total number of authenticated voters.

5.4 Vote Verification

After casting a ballot, the voter receives a unique verification code. Using a separate device
(to prevent malware on the voting device from falsifying the verification), the voter can
confirm that their vote was recorded as intended.

This provides something paper ballots cannot: proof to the individual voter that their
specific ballot was received, recorded, and counted correctly.

5.5 Open-Source Code

The platform’s complete source code is publicly available for independent security review.
This includes the voting application, the encryption libraries, the server-side processing
code, and the audit trail system.

Any researcher, security professional, or interested citizen can examine the code, identify
vulnerabilities, and propose fixes. A structured bug bounty program financially rewards the
discovery and responsible disclosure of security issues.

This is the opposite of the current system, in which many voting machine manufacturers
treat their software as proprietary trade secrets — making independent verification
impossible.

5.6 Paper Backup

Any voter can request a paper receipt confirming their vote. In-person voting locations
remain available for anyone who prefers paper. In the event of a disputed election, the
cryptographic audit trail provides a verifiable record superior to paper recounts, but paper
backups exist as an additional failsafe.

5.7 Physical Security Comparison

[t is worth comparing the security properties of the proposed digital system against the
current physical system:

Security Property Current System Civic Platform

Identity Photo ID or signature match Multi-factor (ID + biometric + PIN +

verification device)

Vote secrecy Booth privacy (variable) Cryptographic separation of

identity and ballot

Tamper detection Seals, chain of custody, poll Cryptographic audit trail, tamper-
watchers evident ledger

Vote verification =~ None (voter cannot confirm Voter-verifiable receipt via separate
ballot was counted) device

Auditability Paper recount (manual, slow, Cryptographic audit (automated,



Security Property Current System Civic Platform

error-prone) verifiable, instant)
Code Proprietary (most voting Open-source (publicly auditable)
transparency machines)
Single point of Polling place (power, staffing, Distributed (no single point of
failure access) failure)
Accessibility Physical location, limited hours  Any device, 30-day window

This is not to claim that digital voting is perfectly secure. No system is. But the measurable
security properties of the proposed system exceed those of the current system in every
category.

6. Addressing the Objections

6.1 “It Can Be Hacked”
This is the most common objection and the most important to address honestly.

Any connected system can, in theory, be attacked. The question is not whether an attack is
possible — it is whether the system is designed so that a successful attack is detectable and
correctable, and whether the barriers to attack exceed those of the current system.

The Civic Platform’s security model is built on the principle that detection matters more
than prevention. The system assumes attackers will try. It is designed so that any
successful manipulation is mathematically detectable through the audit trail, voter
verification, and open-source code review.

Compare this to the current system: paper ballots can be lost, destroyed, or miscounted.
Voting machines can malfunction. Election workers can make errors. And in most cases, the
voter has no way to verify that their specific ballot was received and counted. The current
system relies on trust and physical security. The digital system relies on mathematics and
transparency.

Estonia’s 20-year track record — in a country that borders Russia and is a frequent target
of state-sponsored cyberattacks — provides real-world evidence that the engineering
works.

6.2 “The Digital Divide”

Not every American has reliable internet access or digital literacy. This is a real concern,
not a hypothetical one.

The Civic Platform addresses this directly:

e In-person voting locations remain fully operational. No one is required to vote
digitally.



e  Publiclibraries, community centers, and government buildings provide free access
points with staff assistance.

e The platform is designed for accessibility: screen readers, voice navigation,
multilingual support, and simplified interfaces for users with limited digital
experience.

e The system uses mobile-first design, reflecting the reality that smartphone
ownership exceeds 90% of U.S. adults, including 85%+ among adults with
household incomes below $30,000 (Pew Research Center).

Digital voting is an addition to the current system, not a replacement. It expands access for
the majority while preserving existing access for everyone.

6.3 “Voter Coercion”

If people vote from home instead of a private booth, someone could stand over their
shoulder and dictate their vote.

The open voting window directly addresses this. If a voter is coerced, they can change their
vote later — from work, from a library, from a friend’s house, from any device — without
the coercer knowing. Only the last vote counts. And on Election Day, any voter can override
their digital vote with a paper ballot at a polling place, which deletes the digital vote
entirely.

This is a stronger anti-coercion mechanism than the current system provides for mail-in
voting, which already allows voting outside a private booth and has no revote capability.

6.4 “Constitutional Issues”

Article I of the Constitution gives states the power to determine the “Times, Places, and
Manner” of federal elections, while granting Congress the authority to “make or alter such
Regulations.”

Congress has broad authority to set standards for federal elections. The Help America Vote
Act (HAVA) of 2002 already established federal minimum standards for voting systems,
provisional voting, and voter registration. The National Voter Registration Act of 1993 set
federal registration requirements. The Voting Rights Act regulates election procedures to
prevent discrimination.

A federal civic platform that sets security standards while leaving implementation details
to the states operates within this established framework. States would maintain their voter
rolls and election certification authority. The federal government would provide the
platform, the security infrastructure, and the standards.

Constitutional scholars have noted that Congress’s Article [ power to regulate the manner
of elections is broad and has been upheld by the Supreme Court repeatedly, including in the
regulation of voting machines, registration procedures, and mail-in voting.



6.5 “It's Too Expensive”

The current system costs an estimated $2-4 billion per federal election cycle — and that’s
for a system that produces 65% turnout in the best years.

The Civic Platform would require significant upfront investment in development and
security infrastructure — estimated at $2-5 billion for initial development and deployment.
However, ongoing costs would likely be lower than maintaining 10,000 separate election
jurisdictions with aging equipment, because:

e Digital infrastructure scales at near-zero marginal cost per additional voter.

e  Physical polling places, staffing, ballot printing, and machine maintenance costs
decline as digital adoption increases.

e  Asingle platform replaces thousands of disconnected systems.

Estonia estimates that i-voting saves approximately 11,000 working days per election in
administrative time alone — in a country of 1.3 million. Scaled to the U.S,, the efficiency
gains would be substantial.

More importantly: the cost of the current system includes 80 million Americans who don’t
vote. If the measure of value is democratic participation per dollar, the current system is
the most expensive option of all.

7. Implementation

The Mesocratic Party proposes a phased implementation designed to build public trust
incrementally, test security at each stage, and preserve the existing system throughout the
transition.

7.1 Phase 1: The Civic Information Platform (Years 1-2)

Deploy the non-voting components of the platform:

Voter registration integration.
Candidate comparison tools.
Lobbying transparency dashboard.
e  (Campaign finance tracker.

No voting occurs on the platform during this phase. The goal is to build the infrastructure,
establish the user base, test the security of the identity verification system, and
demonstrate the value of the information tools. This phase alone would be a significant
democratic improvement: a single, accessible source for civic information.

7.2 Phase 2: Pilot Digital Voting (Years 3-5)

Introduce digital voting in select local elections, by agreement with participating states and
municipalities:



. Municipal elections, school board elections, and ballot measures in willing

jurisdictions.

e  Parallel paper systems remain fully operational.
e Independent security audits before, during, and after each election.
e  Publicreporting of all security findings, including vulnerabilities discovered and

corrected.

This phase generates real-world data on security, usability, turnout impact, and public

trust.

7.3 Phase 3: State Adoption (Years 5-7)

Expand digital voting to state-level elections in participating states:

. State legislative races, gubernatorial races, and state ballot measures.
o  States optin voluntarily, with federal security certification required.

e Ongoing independent audits and public transparency.

7.4 Phase 4: Federal Elections (Years 7-10)

Extend digital voting to federal elections:

e Congressional races and, ultimately, presidential elections.

e  Federal legislation establishes minimum security standards for digital voting.
e In-person voting remains available in perpetuity.

The full Civic Platform — information, transparency, and secure digital voting for every
election at every level — is operational within a decade.

8. How the Parties Compare on Voting Reform

Republican

Mesocratic

Democrat

Primary concern
Voter ID
Registration
Mail-in voting
Digital voting

Early voting

Transparency
tools

Election security
/ integrity
Require photo ID

Maintain current
system

Restrict
Oppose
Limit

Limited

Security AND participation

Multi-factor digital ID
(stronger)

Integrated digital registration

Replaced by more secure
digital voting

Phased federal platform
30-day open voting window
Full civic platform (lobbying,
finance, candidates)

Voter access /
turnout

Oppose strict ID
laws

Same-day
registration

Expand
universally

No position
Expand

Partial (campaign
finance)



Republican Mesocratic Democrat

In-person voting  Required Preserved as option Preserved and

expanded
Constitutional State authority Federal platform, state Federal standards
approach administration

The Mesocratic position is unique because it addresses both parties’ core concerns
simultaneously. It provides stronger identity verification than Republicans have proposed
(multi-factor vs. single photo ID). It provides greater access than Democrats have achieved
(30-day window from any device vs. expanded mail-in). And it adds transparency tools that
neither party has seriously pursued.

9. Conclusion

The United States built the internet. It built the smartphone. It built the most sophisticated
digital financial system in the world. It sends astronauts to space and sequences the human
genome.

And it votes on paper, on a Tuesday, at a gymnasium.

The mechanics of American democracy have not been meaningfully updated since the 19th
century. The result is predictable: turnout that ranks near the bottom of developed
democracies, local elections decided by a fraction of the electorate, and a system that
systematically excludes the people with the least time, the least flexibility, and the fewest
resources.

Estonia has proven that secure internet voting works. For 20 years, in a democratic nation,
bordering an adversary, under constant cyber threat. The technology is real. The security is
measurable. The adoption is growing.

The Civic Platform is not a technology proposal. It is a democracy proposal. It is the
recognition that if you want a government of the people, by the people, and for the people,
you need to make it possible for all the people to participate.

Eighty million Americans didn’t vote in 2024. Not because they don’t care. Because the
system made it too hard, too inconvenient, or too opaque. The Civic Platform fixes that —
with security that exceeds the current system, transparency that empowers every voter,
and a phased implementation that builds trust at every step.

The country that built the digital age should be able to vote in it.
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